ULV LE ey WINDOWS

EDUROAM SETUP

Before you can use Eduroam, you must use the ‘Check your UTORid’ web-
site. Go to https://www.utorid.utoronto.ca/ and click on verify under

Problems with your UTORid?.

1. Click on the wireless network icon in
the bottom right corner and choose
View Available Wireless Networks.

2. Inthe window that opens, click Change Advanced Settings.

XP SP3

5. Go to the Authentication tab. Under EAP type, select Protected
EAP (PEAP). Click the Properties button.

Wireless network properties

Association | Authentication |Eonneclion

Change Windows Firewall settings

Open Metwork Connections

Repair

Yiew Available Wireless Networks

Network Tasks

Choose a wireless network

EAP type;

=

Authenticate as computer when computer information is available

[] Authenticate as guest when user or computer informatian is
unavailable

R Refresh network list Click, an item in the list below o connect to @ wireless network in range er ko get more
information.
<, Set up awirsless network («@y) UTORWin k4
For a home o small affice ﬁ
! Security-enabled wirless network anll
Related Tasks ((ﬁ)) Physics(PCS)-wireless
4 Leam about wreless | 1 Security-enabled wireless network (WPAY il
networking eduroam
(@)
¢ Change the order of ﬂ
prefered networks 1 Security-enabled wireless netwerk (WPAZ) anlll

G changs advanced
SEttings

3. Gotothe Wireless Networks tab and click Add.

- Wireless Network Connection Properties E‘E|

General | Wireless Networks |Advanced

Available networks:

Prefered networks:

below,

Use Windows to configure my wirslsss network settings

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

Wiew Wieless Networks

Automatically connect to available netwarks in the order listed

i UTORwin [Manual

‘( Add. ) [ Remove | [ Propetties |

Learn about setting up wireless netwark
configuration.

4. Fillin the following information:
« Network Name: eduroam

- Network Authentication: WPA2

- Data Encryption: AES

Wireless network properties

Association | Authentication | Connection

wiirelsss netwark key

P> Metwork Authentication:

3 Dats encryption

access points are not used

[[] Connect even if this network is not broadcasting

This network requires a key for the following

[] This is & computer-to-camputer [ad hoo) netwark; wireless
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6. Inthe properties window, ensure that Validate server certificate
is checked.

Check Connect to these Servers and type radius.wireless.
utoronto.ca

For Select Authentication Method choose Secured Password
(EAP-MSCHAP v2).

(lick the Configure button.

Protected EAP Properties

When connecting:
walidate server certificate -

Connect to these servers:
| radius, wireless, utaoronta.cal

Trusted Root Certification Authatities:

[] aaa Certificate Services ~
[ AC Raiz Certicémara 5.4,

[] AC RaIZ DMNIE

[ A-CERT ADVANCED

[[] achE

[ addTrust External CA Roat

[ adminCA-CO-TO1 v
£ >

|:| Do not prompt user ko authorize new servers or trusted
certification autharities.

Select Authentication Method:
—> |Sacurad password (EAP-MSCHAR v2) v | i Configure. .. }1
Enable Fast Reconnect

[1Enable Quaranting checks
[ bisconnect if server does not present cryptobinding TLY

7. Uncheck Automatically use my windows logon name and
password. Click OK.

EAP MSCHAPv2 Properties

YWhen connecting:

@ Auwtomnatically use my ‘Windows logon name and
password [and damain if any)
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Click OK, then OK again. You should be back in the Wireless Net-
work Connection Properties window and eduroam should show
up in the Preferred networks list.

- Wireless Network Connection Properties |E”z|

General | Wireless Metworks |Advanced|

U se wWindows to configure my wireless network settings

Available networks:

To connect ta, disconnect from, or find out mare information
about wirelezs networks in range, click the button below.

Wiew Wireless MNetworks

Frefered networks:
Automatically connect to available network.s in the order listed
below:

1 eduroam [Automatic] Mave up

1 UTORwin [Manual]
[ Add... ] [ Remove ] [ Froperties ]
Learn about setting up wirsless netwark
configuration.

[ Ok ] [ Cancel ]

Since UTORwin should be your primary network while on campus,

it should appear above eduroam in the list, so it’s the first network
your computer sees. To do this, choose UTORwin and click Move up
until it's above eduroam.

(lick OK to close this window.

CONNECTING AND RECONNECTING

1.

To connect to the eduroam network, mouse over the wireless
network icon until you see the alert message shown at right. Click
on the bubble to bring up the authentication window.

91 Wireless Metwork Connection x

Click here to select a certificate or other credentials for
connection to the network eduroam

2. Enteryour User name as utorid@utoronto.ca (where “utorid”is
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your actual UTORid), and your UTORid password. Click OK.

Enter Credentials

User name: ‘utnrld @ukoronto.ca |

Password: ‘ [— |

Logon domain: ‘ |

[ O I [ Cancel ]
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3. You will see a Validate Server Certificate window. Click OK.

Validate Server Certificate

The Roaot Certification Authority For the server's certificate is:
AddTrust External CA Root

If this is the correct certificate, click OK to connect and vou will not see

thiz message again, Click CANCEL to drop connection.

Wiew Server Certificate

[ OK ][ Cancel ]

4. You will see a status window showing the attempt to authenticate.

The wireless icon at the bottom right will show activity when con-
nected.

ﬂreless Metwork Connection

-
Please wait while Windows connects to the 'eduroam’ network,

‘Waiting For netwark ko be ready. ..

[(LI1] ) [ Cancel
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